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THE CONNECTED CAR: COMPONENT CATEGORIES

The Teledyne LeCroy Automotive Solutions Group understands the challenging design environment facing today’s 
automotive engineer. The connected car evolution combines complex embedded and wireless system design challenges 
with user experience, security and reliability in a way no other industry has experienced. For more information about how 
Teledyne LeCroy’s Automotive Solutions Group can help make the connected car work, go to the pages below or call us at 
+1 (248) 957-8860 to schedule a tour of our Automotive Technology Center.

CYBER SECURITY 
We ensure that communications security protocols have been implemented to limit exposure, 
and that targeted components can ward off hostile attacks.

ADAS 
ADAS systems rely heavily on image and sensor data. Our tools and services can help developers 
debug, validate, and performance tune ADAS systems with ease.

CONTROL BUSSES 
With the rapid increase of data being transferred in-vehicle, control busses are evolving to meet 
new demands. Our tools help resolve your serial data issues.

INFOTAINMENT 
Test audio, video and protocols of any type of digital video service, and help ensure that data 
storage, transfer and connectivity are fully reliable and efficient.

POWERTRAIN 
Using noncontact wireless telemetry technology, we provide custom torque measurement 
solutions for applications not often addressed by available alternatives.

MOTOR DRIVE 
Our tools and services provide comprehensive and complete testing capability for all motor drive 
control, inverter subsection, and system level operations.



As automotive systems such as infotainment, telematics, 
diagnostics, and security have increased in complexity, the 
threat of exposure and vulnerability to hostile outside actors 
has experienced a proportional increase.  No longer are 
cyber threats restricted to data breach, theft and corruption.  
Unwanted intrusions, which can threaten the electronic control 
units of any vehicle equipped with embedded or aftermarket 
connectivity, regardless of make and model, have the potential 
for physical consequences. 

Developers must do more than just plug security holes; they 
must anticipate vulnerabilities and reinforce security systems 
long before they’re exposed to threats.

The Teledyne LeCroy Solution

The connected car’s attack surfaces are the vectors and targets by which malware or other attacks exploit weaknesses in order to affect 
a vehicle’s critical safety and non-safety functions.  Those attack surfaces include the automobile’s Engine Control Units (airbag, engine, 
transmission, brakes, lights and body); onboard diagnostic systems; telematics and connectivity transports; keyless entry and anti-theft 
systems; vehicle-to-vehicle communication and Dedicated Short Range Communications; and infotainment systems.

Teledyne LeCroy’s tools and services examine each of these vectors to ensure that communications security protocols have been 
implemented correctly to limit exposure, and that targeted components are functioning at peak performance and are able to ward off 
hostile attacks.
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Address potential threats and targets early 

Reduce attack surfaces where appropriate

Layer cybersecurity defenses

Identify and protect trust boundaries

Include security design reviews during development

Emphasize secure connections

Appropriately limit network interactions

Test hardware and software for integrity and security

Perform software-level vulnerability testing

Test and validate security systems at the vehicle level

Authenticate and validate all software updates

Consider consumer guidelines addressing data privacy

CYBERSECURITY

Case Study
A hands-free car kit utilized the Headset, Phonebook Access and Advanced Audio Distribution profiles usually required 
to realize features such as call handling and music streaming.  The same car kit reported occasions of phone book 
data theft.

Using protocol analysis to examine the Bluetooth implementation, it was found that the wrong security mode had 
been employed, allowing unauthorized Object Push Profile (OPP) Pull requests to the car kit, resulting in unauthorized 
download of private data.  The correct Security Mode requiring mandatory authentication for the OPP service was 
enabled.

Further examination of the implementation revealed that the car kit was vulnerable to unauthorized discovery of the 
device address, a necessary component for the OPP exploit. In this case, the car kit failed to come out of discovery 
mode after successful pairing and remained available to connection to other devices.  It was also found that the 
discovery mode timeout period after unsuccessful pairing was set too long, creating extended windows of opportunity 
for hostile actors to connect.

These vulnerabilities were successfully corrected, and the car kit’s exposure to data theft was minimized.



Automotive control busses enable communication between ECUs, sensors, actuators, etc. using well defined protocols. These protocols 
are deployed using electrical, optical, or wireless signaling. As the amount of data being transferred in-vehicle is rapidly increasing, control 
busses are evolving to meet the new demands.

Today’s vehicles utilize an array of different protocols for in-vehicle communication. 

The Teledyne LeCroy Solution 

Teledyne LeCroy oscilloscopes can be equipped 
with a suite of protocol-specific measurement 
and eye diagram packages to provide 
unparalleled insight into serial data 
anomalies. 

These unique packages complement the 
industry’s most powerful trigger/decode 
software providing the ability to extract 
decoded data and plot over time, perform 
bus timing measurements, and create eye 
diagrams for testing against standard or 
custom masks.

Use Cases

• Digital data extraction and graphing of CAN wheel speed information 

• Detect a rogue message on a bus that is outside a list of specified message IDs

• Isolate signal integrity issues coming from a specific node on the bus

• Automated compliance testing of PHYs for Automotive Ethernet, USB, MOST, etc.

• Margin testing of different cable lengths and network topologies using eye 
diagrams and mask testing

• Corner-case testing of timing relationships between two specified events using 
long acquisitions and automated measurements (i.e. message to analog, analog 
to message, message to message)

Common Control Bus 
Issues:

• Serial bus protocol errors 
(i.e. error frames or CRC 
errors)

• Reflections caused from 
improper termination 

• Slow rise times causing 
timing errors in cause-
effect relationships

• Physical layer 
abnormalities – runts, 
glitches, etc.

CONTROL BUSSES

in-vehicle networks controlling 
window and seat operation, engine 
management, brake control, etc.

CAN

extends the bit rate of CAN via a 
flexible data rate

CAN FD

communication between 
components in vehicles, provides 
a cheaper alternative to CAN

LIN

utilizes two independent data 
channels for mission critical data 
transmission

FlexRay

in-vehicle networks controlling 
window/seat operation, engine 
management, brake control, etc.

SENT

in-vehicle networks controlling 
window/seat operation, engine 
management, brake control, etc.

MOST

provides Ethernet connectivity in 
vehicles for infotainment, ADAS 
and as Ethernet backbone

Automotive Ethernet

Teledyne LeCroy WaveRunner 8000 Oscilloscope 

and CAN Steering Angle Rate of Change graph



ADAS systems are designed and developed to automate and enhance vehicle systems for safety and better driving.  These features 
are designed to help with monitoring, warning, braking, and steering tasks.  ADAS relies on inputs from multiple data sources, including 
automotive imaging, LiDAR, radar, image processing, computer vision, and in-car networking. Additional inputs are possible from other 
vehicles, referred to as Vehicle-to-vehicle (V2V), or Vehicle-to-Infrastructure (such 
as Cellular or Wi-Fi data network) systems.  The next-generation ADAS will 
increasingly leverage wireless network connectivity to offer improved 
value by using V2V and V2X data.  This connectivity will rely 
on Mobile telephony, Wi-Fi and Bluetooth.

The Teledyne LeCroy Solution

ADAS systems rely heavily on image and sensor data. In 
turn the system transports that information across sensor bridges to 
controllers via a number of data communication busses including PCIe 
and then rely on CPU/GPUs for intensive machine learning and UFS storage 
systems for 3D Mapping.

Teledyne LeCroy Protocol Solutions Group is the market leader in computing protocol expertise for a wide range of communication 
busses used in the connected car. Our tools provide users with an ability to debug, validate, and performance tune ADAS systems with 
ease.
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Case Study
Audio streaming between a smart phone and a Bluetooth-enabled car stereo was 
compromised by pauses and “hiccups.”  The Frontline Sodera Bluetooth Protocol 
Analyzer was employed to capture an audio test reference file transmitted by the 
source device.  The capture was then analyzed by the Bluetooth Audio Expert 
System, a software module of the Frontline analysis software.

While the high-level review of the data frames revealed only a “bad frame,” the 
Bluetooth Audio Expert System indicated that an audio packet type had been 
misidentified, resulting in the wrong codec being employed to decode the data.

This allowed the manufacturer to investigate how the wrong packet type ended up 
in the stream and why it was not decoded by the correct codec, which prevented 
these errors from being distributed to (and recalled from) 
the consumer market.

Components of the 
Infotainment System: 

• Infotainment head units 
/ DCU (data cache unit) 
motherboards support PCI 
Express, USB, SATA, UFS, 
Bluetooth, Wi-Fi, HDMI, USB 
and DisplayPort

• Onboard entertainment 
systems utilize Bluetooth, 
Wi-Fi, HDMI and USB to 
enable audio and video 
systems

• Communications systems 
rely on wireless transports 
like Bluetooth, LTE and Wi-Fi

• Connectivity uses Bluetooth. 
LTE and Wi-Fi, but also 
utilizes USB, HDMI, NFC and 
PCIExpress

• On-board storage systems 
are facilitated by DDR, 
SAS/SATA, USB and UFS 
connectivity.

For consumers, the onboard infotainment system has become a primary 
factor in overall desirability of automobiles.  Music systems, 
movie players, and connections to the internet are 
becoming as ubiquitous in the car as they 
are in the living room, and Bluetooth, Wi-
Fi, HDMI, USB and NFC and LTE are 
the key transports used to deliver 
this media.

Even the best infotainment 
systems are subject to unreliable 
voice recognition, poor or 
inconsistent wireless audio quality, 
poor or inconsistent interoperability, 
slow or unreliable touch screen interaction, and deficient or overly complex interfaces.  These issues can cause user frustration and 
undue distraction, and weigh high in consumer reviews.  Today, the quality and reliability of these systems are a major component of the 
automotive purchasing decision.

The Teledyne LeCroy Solution

Teledyne LeCroy offers diagnostic tools to help make 
every component of the diverse and complex modern infotainment system work.  Bluetooth analysis 
can solve interoperability issues between Bluetooth-enabled devices like phones and car kits, and 
Wi-Fi analysis can diagnose problems with in-car 802.11 connectivity.  And since Bluetooth and Wi-Fi 
operate in the same 2.4 GHz band, it becomes important to examine communications from both 
transports simultaneously for conflicts, together on the same timeline.  Teledyne LeCroy was the 
first to bring synchronized Bluetooth and Wi-Fi coexistence data views to developers. 

Our tools let you test audio, video and protocols of any type of digital video service for a best-quality 
and seamless in-car theater experience, and help ensure that data storage, transfer and wired 
connectivity are as reliable and efficient as your customer has come to expect.

INFOTAINMENT

Frontline Sodera and Frontline 802.11 

Analyzers working in tandem to provide 

Bluetooth and Wi-Fi coexistence analysis



Many disciplines within the automotive community have a need to 
measure in-vehicle driveline torque during testing. These include 
engineers testing transmissions, engines, clutches, differentials, 
ABS and traction control systems, tires, suspension components, 
and active suspension systems.

Efforts to reduce emissions and improve vehicle efficiency 
also require accurate and non-intrusive techniques 
of measuring torque and horsepower. 
Typical powertrain torque measurement 
applications include development 
and verification of engine torque 
algorithm;  measuring engine 
torque during shift cycles;  
development of traction 
control and ABS 
systems;  measuring 
torsional dynamics/
resonance;  efficiency 
testing; and engine and 
transmission trouble 
shooting.

A torque transducer is a sensor 
that measures moment or rotational 
force about an axis.  Torque or moment is the 
product of a force applied at a radius (moment arm).

Applications requiring torque measurement include IC engines, 
electric motors, crankshafts, gearboxes, transmissions, rotors or 
even seemingly stationary items such as fasteners.

An industrial-grade torque transducer with instrument-like precision 
consists of strain gages that are bonded to a structural member 

such as the outer diameter of a shaft, which 
deforms when a torque is applied. This 

deformation induces a stress that 
changes the resistance of the 

gages within a Wheatstone 
bridge circuit and converts 
the resistance change into an 
accurately calibrated output 

signal. A wireless telemetry 
device transmits the data 
from the rotating world to 
the stationary receiving 
electronics for monitoring, 
recording or controlling 
the device.

The Teledyne LeCroy 
Solution

While many companies 
produce off-the-shelf rotating 
and reaction torque sensors, 

Teledyne LeCroy excels at providing custom 
solutions for unique customer applications 
that are not often addressed by commercially 

available alternatives.

We have extensive expertise in torque measurement, utilizing 
and applying strain gauges to rotating equipment and delivering 
high-frequency data using robust non-contact, wireless telemetry 
technology.

Case Study
Researchers were testing and evaluating a hybrid automobile using Teledyne LeCroy’s Engine Torque 
Measurement System. They were mapping the vehicle’s major components and exploring the advanced 
controls used to achieve high fuel efficiency in its Hybrid Synergy Drive, but found that acquiring clean, 
accurate data in the hybrid electric vehicles’ high-voltage, electromagnetic interference-filled (EMI) 
environment posed a significant challenge.

An in-situ torque sensor was installed between the engine and the electric drivetrain, but the off-the-
shelf torque-sensing element had temperature limitations (requiring external cooling), was susceptible 
to damage from torque spikes, and required an additional 3” of powertrain length to accommodate the 
sensor. A custom spacer between the engine and transmission was also required, as well as modification 
of the vehicle frame rail. These modifications limited the vehicle to off-road or dynamometer operation.

Teledyne LeCroy provided a newly developed zero-clearance torque sensor, which provided a much more 
elegant and robust solution.  With this new design, no vehicle modifications were required, saving almost 
$20k in custom brackets and vehicle work, and allowed the vehicle to be driven normally on public roads.

Common Torque Measurement Challenges:

• Desire to use existing components as the transducer to avoid 
changes to the powertrain

• Space limitations

• High vibration and G-forces

• Extreme environmental factors such as high temperature, oil, 
dirt, water and salt

• EMI/RFI induced noise on low level strain gage signals

POWERTRAIN



Use Cases
• Peak delivered per-cycle power needed to be understood for a windshield wiper motor drive application 

for better motor/drive design to real-world snow loads and frozen to glass conditions.

• A headlight system needed serial data control packets correlated to headlight movement and position.

• An electric steering system needed to understand dynamic drive behavior and correlate activity to a 
KMZ60 angle sensor

• Electric motor turbocharger boost system test

• Propulsion system dynamic power flow during regenerative braking conditions.

MOTOR DRIVE

Electric/Hybrid propulsion systems and 
electrification of other non-propulsion vehicle 
motors are requiring large investments.  
Automotive OEMs and suppliers seek to 
achieve optimized efficiency and control 
characteristics for all vehicle motors.  
Therefore, power electronics converters, 
inverters and drives are used in new vehicles. 

Power electronics systems utilize power 
semiconductors in various half-, full (H)-, 
or cascaded H-bridge designs to provide 
optimized control and efficiency of propulsion 
and other motors.  Complex Vector FOC or 
direct torque control systems, including those 
that monitor and control power flow based on 
analysis of a single device switching period, 
are used.  Motor speed and torque feedback 
signals provide important information for 
control and power flow.  All inverter subsection, 
control system, motor feedback, and system level devices need extensive validation, often under complex dynamic conditions.

The Teledyne LeCroy Solution 

The Motor Drive Analyzer (MDA) provides comprehensive and complete test capability for all control, inverter subsection, and system level 
operations.  The MDA is based on the Teledyne LeCroy’s 8 channel, 12 bit, 1 GHz oscilloscope platform, and also incorporates single and 
three-phase electrical and mechanical power analysis.  It uniquely measures and graphically displays dynamic power behaviors.  

It is one test instrument to correlate all control, inverter subsection and motor mechanical 
behaviors in order to better understand, validate, and debug complex dynamic behaviors.  

Common Motor Drive Issues:

• Dynamic motor/drive operation not well understood

• Control system operation not well correlated to drive behaviors

• System level debug and validation taking too much time

• Inability of R+D engineers to validate system operation at their bench

• “Static” power analysis providing an incomplete picture of “dynamic” 
operations

Motor Control Schematic

Teledyne LeCroy MDA810 

Motor Drive Analyzer



Motor Control Schematic

SYSTEMS AND TOOLS

Whether you’re developing Bluetooth or Wi-Fi, USB, PCIe®, SATA, HDMI, USB or LTE applications and technologies, or are creating and 
testing new powertrain and motor drive components, Teledyne LeCroy has the right analysis tool for every system that comprises the 
connected car.  The chart below shows a small sampling of the family of test tools and analyzers available from Teledyne LeCroy to help 
you create the next generation of high-performance, smart and reliable automobiles.

USB 2.0

USB 3.1

PCIe

GigE PCIe GigE 
Bridge

JTAG

I2C, SPI, CSI, 
Touch, GPIO DDR 3/4 

Memory
UFS 

Storage

SD/MMC

SATA

CODEC Line Out

MIC In

HDMI

Bluetooth Wi-Fi
Mercury T2

Frontline Sodera

Voyager M310c

Summit T3-4

Kibra 480

Eclipse X34
Quantum Data

780/980

Sierra M6-1

Frontline 802.11

WaveMaster 
8 Zi-B 

+ 
PeRT3 Phoenix

HDO9000

WaveMaster 8 Zi-B 
+ 

HDA125

WaveMaster 8 Zi-B 



COMPANY OVERVIEW 

The Teledyne LeCroy Automotive Technology Center in Farmington Hills, Michigan, a suburb of Detroit, opened in October 2016 to support 
the rapid evolution of complex automotive technologies.  These technologies come together to form the “connected car,” a platform which 
incorporates complex network topologies, advanced infotainment and communications systems, refined torque and motor capabilities, 
telematics, self-driving and driver assistance sensors, and layers of security protocols to assure that connectivity isn’t a liability.  Today’s 
connected car is as far from the Model T as the Model T was from the horse and buggy.  

Teledyne LeCroy’s Automotive Technology 
Center represents decades of protocol and 
signal analysis expertise.  Teledyne LeCroy 
has the industry-best tools to diagnose and 
resolve problems that may occur in every 
part of the connected car,  from video 
to wired and wireless connectivity, data 
storage and memory through sensors and 
beyond.

The Automotive Solutions Group serves 
as the auto industry’s premier Bluetooth® 
device testing and services partner, with 
an enormous device library comprising 
3000+ devices including coverage for every 
major car model, and experts in house to 
make sure they all work together.  Teledyne LeCroy also brings precision torque measurement and calibration solutions for automotive 
powertrain development testing.  Teledyne LeCroy’s testing solutions for electrical embedded systems, torque measurements, and 
protocol analysis of wired and wireless systems have the right tools, right measurements, and fastest time to insight of any solution in the 
industry. 

Teledyne LeCroy Automotive Solutions Group: A measured approach to the connected car.

27007 HILLS TECH COURT

FARMINGTON HILLS, MICHIGAN 48331

+1 (248) 957-8860

http://teledynelecroy.com/automotive/
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27007 Hills Tech Court

Farmington Hills, MI 48331

(248) 957-8860 

http://teledynelecroy.com/automotive/



A Measured Approach to the 
Connected Car


