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How to do File Based Decoding for USB

Application Note

Introduction

This document shows step-by-step how to decode USB transfers associated with
higher-evel protocols than USB. As a pre-requisite it is assumed that the reader is
familiar with the CATC Trace viewer software and is able to set the display to the
transfer level.
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File Based Decoding for USB

Hub Decoding

The 'trick’ is to tell the software which device address was assigned to the Hub, this is likely
to be Address 1, assuming that it is the first device connected to the host and nothing else
has been connected to the same port since start-up before the hub. Selecting the decode-to-
transfer level, then just after the hub has been enumerated you will see some control
packets to that device address with bRequest fields.
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If you left-click the control packet and select the option Map Request Recipients to
Class/Vendor Decoding you can assign the device to a class and the endpoint to a control
function:

Request Recipients and Endpoints <=+ Classifenda din: il

Request Recipients | Endpaints

Request Recipient ClaseVendor Decoding

2 01(Class), Global Hub Clas
Address 0x02[Clazs), Global
Address 0=03[Class), Interface 0
Address 0204[Class). Interface 1
Address 0x04[Class), Interface 0
Address 0x05(Class), Interface 0

ClaszAYendor Decoding Groups :
Hub Clazz Requests ;I

[~ Eeep Across Recordings

ar. | Cancel | Spply Help
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File Based Decoding for USB

Now click Endpoints and assign the hub endpoint to the hub control:

Request Recipients and Endpoints <=> Clasé}'.t'.

Fiequest Fecipient:  Endpoaints

E ndpoint

Address 0=01, oifk D07, [
Addresz 0«03, Endpoint Ox07, OUT
Addresz 0«03, Endpoint 0x02, 1M
Addressz 0=02, Endpoint 0=01, 1M
Address 0=05, Endpoint 0=01, IM

Addresz 0=04, Endpoint 0=02, [M
Address Mwd Frdrmink Qw01 1

ClazsMAfendor Endpoint Decoding :

b azz Strg Bulk-Only SCS1 Out End
b azz Strg Bulk-Only SCS1 InEndp
Hub Clasz Statuz Change Endp
HID function

HID function

HIM Foketine

=

Hub Clazz Status Change Endp

Azzigh o Endpoint |

=

- Mo Decoding -

“|HID function

PTP decode
HCI data in
HCI data out
HCI event

T HOSCD N

HC| SCO ot

Mazz Strg Bulk-Only SCS1 In Endp
M azz Strg Bulk-Only SCS1 Out Endp
b azz Strg CBI Intermupt Endp

Mazz Strg UFl CBl Bulk In Endp
Mazz Strg UFl CBI Bulk Out Endp
kazz Strg UFl CBI Interrupt Endp
Communication Class Motification

Al | Help

| have assigned the other endpoints in the trace to other standard USB functions so they will

be decoded too.

Note: You need to select the address/endpoint and the decode type and press assign—

BEFORE select
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ing OK or Apply.
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File Based Decoding for USB

When successfully decoded then hub events will be decoded further like this:
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This is a USB1.1 hub connected to a USB2.0 hub connected to a USB2.0 host. Packet 36
the host asks the USB2.0 hub (address 1) for the port#1 status (this is from the map
endpoint decoding) as the USB1.1 device is Full speed Transfer 37 is shown as a FullSpeed
Transaction over a Highspeed link.

Transfer 38 is expanded to show that the USB2.0 hub is doing a store and forward using the
USB2.0 split transaction system. Transaction 198 is the Host PC asking the USB2.0 hub to
perform a FullSpeed IN on port#1, this was recorded on the Highspeed channel. The classic
speed channel was connected to port#1 of the usb2.0 hub so the merged trace shows
Transaction 199 as Full speed and we see the packets were recorded on channel 1 not
channel 0. After this the host polls the usb2.0 hub to see if the FS transaction has been
completed and when it has been completed, it pulls up the data across the HS link.
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File Based Decoding for USB

Mass Storage Decode

Just after the enumeration of a Mass storage device, left click the control or Bulk packet cell
header associated with the mass storage device. If you click in the right place the menu will
offer you the ‘Map Endpoints to Class/Vendor Decoding. Select this to assign the endpoint
decoding.
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File Based Decoding for USB

Next on the dialog select Mass storage decode from the drop down list and assign it to the
endpoint. On the Endpointtab you will need to assign the appropriate mass-storage IN or
OUT decode to the In or Out endpoint. In general, this will be the SCSI Bulk format unless it
is a USB floppy in which case the UFI is more appropriate.

sh1g Budle-Dindy 5050 Clut End

Addiess 1402, Endpoirt Tul1 1N
Addiess 0605, Endpoink D1, 1N

Adchess (4. Endpoint Dull2, 1N ;l
Adehizc: AL Frdneicl M1 I

ClazzMendat Endpani Decadng |

[Maze Sug Buk-DOriy SC51 Out Ends =] AsigntoEndooirt |
-~ No Decodng -
T HID lunction

PTP decods

HCI data in

HCI data ot sy | ke |
HCl evert

= |HCI 5CO in

HCI SCO out

Hub Clasz Stahuz Change Endp
Mazs Sirg Bulk-Onke SCE| In Erd
ks Sl Bulk-Only SCS| Oul Erdp
M.azs Sirg CBI Imtemmupt Endp

|Mazz Sing LIFI CBI Bub In Endp
|Mlazs g LIFE CEI Bl Ot Enjp
Mags Sirg UFI CBI Inbeiupt Endp
PTP Still Imape Bulk In

|PTP St Imags Buls Out

FTF 5till Image Intesnpt
|Commuricalion Class Notfcshon

Similarly on the Request Recipients tab the device address can be assigned to the Mass
Storage Bulk Class.

Reguest Aacipesnts | Endpoints |
Requaszt Recipient ClazeMNendor Decodng

Address Dkl [Class) Global
[helI2C1 Glabal

Address (kD4[Class] Intertace O
Address e05|Class], Inbeifzce 0

ClassMNendor Decoding Geoups :

| Maes Stig Bulk-Onky Flaguests =] Assign o Aecpent |
- Mo Decading —
HCI command

Hub Clazs Heguests
Matz Stig Claze U CEI Fequasts Erichi | Hab |
PTP Still Image Class Reguests

“HID Clazs

Piinbes Class
Commumnication Class
Apacdio Class

Note: You need to select the address/endpoint and the decode type and press assign—
BEFORE selecting OK or Apply.
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File Based Decoding for USB

If the assignment is correct the transfer level display will change from:
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File Based Decoding for USB

PTP Decoding

Just after the enumeration of a Picture Transfer Protocol (PTP) device, left click the control
or Bulk packet cell header associated with the Picture Transfer Protocol (PTP) device. If you
click in the right place the menu will offer you the ‘Map Endpoints to Class/Vendor Decoding’
option. Select this to assign the endpoint decoding.
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Next on the dialog select Picture Transfer Protocol (PTP) decode from the drop down list
and assign itto the endpoint.

Request Recipients and Endpoints <=>

Flequest Fecipients  Endpoints

Endpaint

[&ddiess 0w02. Endpoint 0x03, 1N
Address 0x02, Endpoint 0x01, 1M

ClazzMendor Endpoint Decoding

ClassWendor D

Clazz vendor Endpoint Decoding

FPTF Shll Image Bull: Dut
FTP Still Image Bulk In
PTP Still Image Interrupt

PTP Still Image Bulk Out

j Agzign to Endpoint |

[~ Eeepficross Becordings

]

Cancel |

Spply | Help

Note: You need to select the address/endpoint and the decode type and press assign—

BEFORE selecting OK or Apply.
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File Based Decoding for USB

If the assignment is correct the transfer level display will change from:
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File Based Decoding for USB

HID Device Decoding

Just after the enumeration of a Human Interface Device (HID) device, left click the control or
anywhere else in the trace click the packet cell header associated with the Human Interface
Device(HID) device transfer. This latter will usually be an Interrupt In transfer. A menu will
offer you the ‘Map Endpoints to Class/Vendor Decoding’ option. Select this to assign the

endpoint decoding.
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File Based Decoding for USB

Next on the dialog select Human Interface Device(HID) decode from the drop down list and
assign it to the endpoint.

Request Recipients and Endpoints <=> Class! ] il

Request Recipients  Endpaints

Endpaint ClazzMendor Endpoint Decoding

Address 0x03, Endpoint 007, QUT b azz Strg Bulk-Only SCS1 Out End;l
Address 0x03, Endpoint 0=02, 1N b agzz Strg Bulk-Only SCS1 R Endp
Address 0«02, Endpoint 0=01, 1M

Address 0x05, Endpoint 0x071, 1M

Address 0«04, Endpoint 0«02, 1M

Addrezs 0=04, Endpaint 0=01, 1M HID function

ClazzAfendor Endpaoint Decading :

HID funchon j Azzign to Endpoint |
--- Mo Decoding -

FTF decode
HCI data in
HCI data out Appi | Help |
HCl event

— |HCISCO R

HCI SCO out

Hub Clazs Status Change Endp
Mazs Strg Bulk-Only SCS1 In Endp
Mazs Strg Bulk-Only SCS1 Out Endp

[ala LI e

Similarly on the Request Recipients tab the device address can be assigned to the Human
Interface Device(HID) Class.

Request Recipients and Endpoints <=> Classife ! ﬂ

Request Recipients | Endpaints

Fequest Fecipient ClazzAendor Decoding

Address 0x01[Clazz). Global
Address 0x02[Clazs). Global
Address Dx03[Clazs], Interface 0

Addrezs 0x04[Clazs], Interface 1 HID Clazs
Address 0x04[Clazs], Interface 0 HID Class
Address 0x05[Clazs], Interface 0 HID Class

ClazzMendor Decoding Groups

Azzign o Recipient |

HID Clazz

[ Eeepficross Becordings

(] I Cancel Spply | Help |

Note: You need to select the address/endpoint and the decode type and press assign—
BEFORE selecting OK or Apply.
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File Based Decoding for USB

If the assignment is correct the transfer level display will change from:

to:

" Transfer ENDP
7039 GET 4 0

bRaguest

HID Report descriptar

" Transfer ENDP
7040 SET 4 0

Time Stamp
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1l byte

" Transfer ENDP
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Tirne Starmp
003327415 B515

1 byte

" Transfer EMNDF
e I 4 1

" Transfer ENDP
7193 I 4 1

sfern Time
8 239.949 ms

" Transfer ENDP
7194 1§ 4 1

Time
135,971 ms

" Transfer ENDF
7155 I 4 1

Time
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" Transfer ENDP
7195 I 4 1

Time
418912 ms

" Transfer ENDP
7197 I 4 1

g 119.975 ms 00467 3274 36?3

" Transfer ENDP
7039 GET 4 u]

bRequest

HID Report descriptor

™ Transfer ENDP
7040 SET 4 u]

6.609 sec

Transfer E N DP
7052

bRequest windex

SET_REPORT | Qutput Repaort Report ID O | Interface O

132.867 sec

" HIDDev |Modifier Keys | KeyData

Tirme

Transfer ENDF'
7192

Keyboard C 95.980 ms

Transfer ENDP ||" HDDev |Modifier Keys | KeyData
7193 IN 4 1 Keyhoard 239949 ms
" Transfer ENDP ||" HDDev |Modifier Keys | KeyData Time
7194 IN 4 1 Keyboard a 135.971 ms 00466.1036 484?

" HIDDev

Wodifier Keys | KeyData Time

™ Transfer ENDP
7195 IN 4 1

Keyhoard 727 847 ms
" Transfer ENDP ||" HDDeyv |Modifier Keys | KeyData Time
7196 1IN 4 1 Keyhoard <Shift= 45912 ms 00466.7947 11'129
" Transfer ENDP ||" HDDeyv |Modifier Keys | KeyData
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